DECREE
No 82/2018 Caoll.

of May 21, 2018

on Security Measures Gybersecuritylncidents,ReactiveMeasures Cybersecurity Reporting
Requirements and Data Disposal(the Cybersecurity Decree)

The National Cyber and Information Security Agemeysuant to Section28, paragraph2,
lettersa) to d) and f) of Act No. 181/2012bll, on Cybesecurity and orthe Amendment to Related Acts
(the Cybesecurity Act), as amended by Act No. 104/2@4ll.and Act No. 205/201Toll.(hereinafter
referred to as thedAct"), establishes as follows

PART ONE
INTRODUCTORY PROVISION

Sectionl
Scope

This Decree incorporates the relevant European UnionY)lamd for a critical information
infrastructure information system, a critical information infrastructure communication system, an
important information system,an essentialserviceinformation system, orfor aninformation system or
an electroniccommunicationsnetwork used bya digital serviceprovider (hereinafter referred to as the
dnformation andcommunication systes) it establishes

a) the content and structure of security documentation

b) the content and scope of security measures

c) thetypes, categories ansignificanceassessments of cybersecurity incidents

d) therequirementsand methodfor reporting a cybersecurity incident

e) the details of notification of the implementation of a reactive measure and its outcome
f) asample notification of contact details and its foramd

g) the methodof the disposalof data,operationaldata, information and copies thereof.

Section2
Definition of terms
For the purposesf this Decreethe terms below are understood to have tliellowing meanings:

a) 6Systemdministt G2 NE Aa | LISNB2Y NBalLRyaiAotS F2N (K¢
and safety of a technical asset

1) Directive (EU) 2016/1148 of thEuropean Parliament and of the Council of 6 July 2016 concerning measures on a high
common level of security of network and information systems across the.Union
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b)

f)
9)

h)

)

K)

p)

G! OOSLIiFo6fS NRATE Aa NRhauial of l€gapérddi requifedto im@emank S |
I ASOdzNA (& YSI &dz2NE dzy RSNJ {0 K Sobligéd éentitgg 0 S NB/ARY | AT ¢
necessary to manage it through other security measures

G{ SOdzNA (G & LIrihchpldsarid rufesithat detériBighe tn@thodl Jorasset protection

GwAal FaasSaavySydaé Aa Iy 20SNIff LINPOS&aa 2F NJ
GCKNBIFGe Aa + LRGSYGAFt OFdzaS 2F | O@806SNHESC
causedamage

G{ dzLILI2 NI Ay 3 I aaSthe elpgloyees anidsigphiessihvoived in theél dpéraiian,
development, management or security of the information and communication system

Gt NR Y NEthelinfodn&tidré or seritice being processed or provided bg thformation and
communication system

GwAalé Aa GUKS LlRraaAoAfAde GKIFG F LI NIOAOdzZ,I NI
GwAal YFylF3SYSyidé aviskassgssmerd Seledianiadd implér@edtatigniof/rik
managemehmeasuresthe sharingof information related to riskand risk monitoring and review
dnformation security managementse 8 4 SY¢ A& | LI NI 2F GKS 206f A
based on access to the information and communication system risks, vgnamhdes for the
establishment, implementation, operation, monitoring, review, maintenance and improvement of
information and data security

G ¢ SOKY A OF duch techricsl (equipmeatmeans of communication and software of the
information and communid#on system and thg@remises in which these systems are located, the
failure of which may have an impact on the information and communication system

G! AaSNE Aa | yFddzN>f 2N €SIt LISNBR2Y 2N I LIz0o
G¢2L) YFEYyFAaASYSydé A& | LISNA2Y 2N I 3INRdzL) 27

a statutory body of the obliged entity,

dmportantsupplie€ & idforrhation or communication systeadministrator(hereinafter referred

to as the Administraoré) and anyone who entenwith the obliged entity into a legal relationship,

that is importantto the security of the information and communication system

GLYLERZNIOFYyG OKFy3aSé Aa I OKIFy3aS (GKIG KFa 2N Y
risk,
G dzf YSNIroAftAGEeeE A& + ogSFH{iySaa 2F Ly |aasSa 2N

by one or more threats



f)

9)

h)

)

PART TWO
SECURITY MEASURES

TITLE
ORGANISATIONAL MEASURES

Section3

Information security managementsystem

Within the framework of theinformation security managementystem, tie obliged entity

defines with regard to the requirements of the parties concernedand organisational security, the
scope of theinformation Security ManagementSystem, specifying the organisatiahparts and
assets covered by the information security management system

establishes the objectives of theformation security management system

introduces adequate security measures for tlikefined scopeof the information security
management systenased on the objectives of thmformation security management system
security needsand risk assessment

manages the riskgursuant toSection 5

establishes and approves a security policy in the arethefinformation security management
system whidh includesguiding principles, objectives, security needs, rights and obligations in relation
to the Information Security Management, andbased on security needs and risk assessment
outcomesestablishes a security policy in other argassuant toSection 30 and introduces adequate
security measures

ensures that a cybersecurity audit of the Information and Communication System (hereinafter
NEFSNNBR (G2 a GKS a/ & pB8NanSQdSeetich 168 ! dZRAGE 0 A a
ensures that a regularevaluation of the effectiveness of thenformation security management
systemis carried out which containsthe assessment of the state of thaformation security
management systemincluding a review of the risk assessmengn evaluation of results of
cybersecurity audits carried out and the impaaf cybersecurity incidents on thaformation
security management system

continuously identifies and subsequently, pursuant to Section 11, managestant changes that

fall within the scopeof the information security management system

keeps theinformation security management systeamd relevant documentation up to date on the
basis of the findings of cybersecurity audits, the results of evaluation of the effectiveness of the
information fcurity management systewnd in connection withmportant changes made, and
managegshe operations and resources of tleformation security management systeand records

any activitiesconnectedwith the information security management systeand risk management



b)

c)
d)

f)
9)
h)
)
)

Sectiord
Assetmanagement

(1) Within the framework ofasset management, the obliged entity

establishesaa methodology for identifying assets

establishesa methodology for assessing assets at least within the scope set out in Afeggtq
identifies andkeepsrecordsof assets

determines andkeepsrecordsof asset guarantors

assesseandkeepsrecordsof primary assets in terms of confidentiality, integrity and availability and
classifies them to individual leveisferred to inletter b),

identifies andkeepsrecordsof relations between the primary arttie supporting assets anassesss

the consequences of dependencies between the primarytaedupporting assets

assesses thsupporting assets, taking into acadun particular the interdependencies referred to in

letter f),

establishes and implements, on the basis of asset assesspthetprotection rules necessary to
safeguard thendividuallevels of assets,

establisheghe permissible ways of using assatal the asset handling rules with regard to the level

of assets, including rules for secure electronic sharing and physical transfer of assets, and
determines the method othe disposalof data, traffic data, information and copies thereof or the
disposalof technical data carriers with regard to the level of assets in accordance with Annex 4
hereto.

(2) When assessing the importance of primary assatt$east the following must be assessed

the extent and importance of personal data, special categaiggersonal data or business secrets
the extent of legal obligations or other obligations in question

the extent of disruption of internal management and control activities

the damage to public, commercial or economic interests and possible financiegloss

impacts on the provision of important serviges

the extent of disruption of routine activities

impacts on thenaintenance ofyjoodnameor protectionof reputation,

impactson the health and safetyf people

impacts on international relations, and

impacts on users of the information and communication system

Section5
Riskmanagement

(1) Within the framework ofrisk management in connection with Section 4, the obligetity



a) establishesa methodology for risk assessment, including the establishment of risk acceptance
criteria,

b) identifies relevant threats and vulnerabilities with respect to assets, while considering in particular
the threats and vulnerabilities listed in Ann&xereto,

c) carries out risk assessments at regular intervals pursuant to paragraph 2 and in case ¢ténmpor
changes

d) takes into account relevant threats and vulnerabilities in the risk assessmergvahgatespossible
impacts on assets; these risks are assessed at least within the scApae{2 hereto,

e) prepares a risk assessment report

f) prepares, onthe basis ofsecurity needs and the results of the risk assessment, a declaration of
applicability, which contains an overview of security measures required by this Decree, which

1. were not appliedincluding justification
2. were applied, includinghe mannerof fulfilment,

g) develops and implements a risk management plan that includes the objectives and benefits of
security measures for managing individual risks, identifyangerson to enforce security risk
management measures, the necessary financial, technieanan and information resources, the
deadline for their implementation, description of thelationsbetween the risks and appropriate
security measures anithe way toimplementthe security measures

h) takes into account, within the risk assessment anthe risk management plan,

1. important changes
2. changes in the scope of thieformation security management system
3. measuregursuantto Sectionll of the Act, and
4. cybersecurityincidents, including those previously addressed
i) introduces securityneasures in line with the risk management plan

(2) Theobliged entityreferred to in Section 3, letters c), d) and f) of the Act carries out the risk
assessment at least once a year andabégedentity referred to in Section,3etter e) of the Act aleast
every three years

(3) Risk management may be provided in ways other than those set out in paragraph 1 lefter d)
the obliged entity ensures that the measures applied provide the same or higher levieé oisk
management process

Section6
Organgational security

(1) With regard to theinformation security management systeitme obliged entity

a) ensures the establishment of the security policy and objectives of itlfiermation security
management systemeferred to in Section 3, consistent with the strategic direction of the obliged
entity,



b) ensures the integration of thenformation security management systeiny 102 (G0 KS 206 A =
processes

c) ensures the availability of the resources needed foritifermation security management system

d) informs employees of the importance of theformation security management systeamd of the
importance of achieving compliance with its requirements wittpattiesconcerned

e) provides support to achieve the intendeditputs of theinformation security management system

f) guides employees to develop the effectiveness ofitlfermation security management systesind
encourages them in this development

g) advanceshe continuous improvement of thenformation securitymanagement system

h) supports persons playing security rolesagvancingcybersecurity in their areas of responsibility

i) ensures that rules are set for the designatiorsp$temadministrators and security roleolders

j) ensures that the confidentiality afystemadministrators and security role holders is maintained,

k) ensures appropriate powers and resources for security role holders, including budgetary means,
fulfilling their roles and performing related taskand

[) ensuresthe testing of continuity plans for activities, recovery, and cybersecurity incident
management processes

(2) The obliged entity within thanformation security management systedetermines the
composition of the Cybersecurity Management Committee andrtsexurity roles and their rights and
obligations related to thenformation security management system

(3) The obliged entityeferred to in Section 3, letters c), d) and f) of the Act designates a person
who will hold the security role of

a) a cybersecuritynanager,
b) a cybersecurity architect
c) an asset guarantor, and
d) a cybersecurity aditor.

(4) The obliged entity referred to i®ection3, letter e) of the Actdeterminesthe roles of the
cybersecurity manager and asset guarantor. Other security roles pursuant to paragra@ht@ be
determined proportionatdy to the scopeand requirementsof the information security management
system

(5) The obliged entity referred to irBection3, letters c), d) ad f) of the Act ensures the
substitutability of the security roles referred to in paragraph 3, letters a) and b).

(6) The obliged entity referred to iBection3, letter e) of the Actensures the substitutability of
the security role o cybersecurity manager



(7) The Cybersecurity Management Committée composed of persons with appropriate
competences and expertise for the overall management and development ahtbemation security
management systemand persons significantly inw@d in the management and coordination of
cybersecurity activitiedetween its members there must be at least one top management representative
or a person authorized by it and a cybersecurity mandgerthe Cybersecurity Management Committee,
the obliged entity takes into account the recommendations referred to in Annex 6 hereto

Section7
Security roles

(1) The cybersecurity manager

a) Iis a security role responsible for tli@formation security management systeiie exercise ofhis
role may beentrusted to a person trained for thactivity and demonstrating professional competence
in cybersecurity management or information security management

1. for a period ofat least three yearor

2. for a period of one year when graduated from university
b) isresponsible for informing the top management on a regular basis

1. activitiesresultingfrom the scopeof his or heresponsibility,and

2. on the state of thanformation security management systeand
c) must not be entrusted with exercising the roles respbies for operation of the information and

communication system

(2) The cybersecurity architect is a security role responsiblelfafting the implementation of
security measures to ensure a secure architecture of the information and communicystem the
exercise of this role may be entrusted to a person trained for this activity and demonstrating professional
competencein designing implementation of security measures and security architecture

a) for a period ofat least three years, or
b) for aperiod of one year when graduated from university

(3) The asset guarantor is a security role responsible for ensuring the development, use and
security of the asset

(4) The cybersecuritywditor
a) is a security role responsible for conducting caeeurity audits; the exercise of this role may be
entrusted to a person trained for this activity and demonstrating professioco@petence in conduatg

cybersecurity audits caudits ofinformation security management system

1. for a period of at leastitree years, or



2. for a period of one year when graduated from university

b) ensures that cybersecurity auditing is impartial, and
c) must not be entrusted with exercising other security roles

(5) The obliged entity takes into account the recommendations give®Annex 6 hereto in
determining the security role holders

Section8
Supplier management

(1) The obliged entity

a) establishegules for suppliers that take into account the requirements of ihi@rmation security
management system

b) keeps records of itsnportant suppliess,

c) demonstrably notifies in writing itenportant suppliers of their records under letter,b)

d) informs its suppliers of the rules referred to in a) and requires compliance with these rules

e) manages the supplieelatedrisks

f) in connection with the management of risks associated vimtiportant supplies, ensures that
contracts concluded witmportant suppliess include the relevant areas listed in Annex 7 hereto, and

g) regularly reviews the performance of contracts witmportant suppliers with respect to the
information security management system

(2) Furthermorein connedion with important suppliersthe obliged entity

a) carries outwithin the framework ofthe selection procedure and prior to conclusion of the contract,
an assessment of the risks associated with the fulfilment obgectionprocedure subjecpursuant
adequatelyto Annex 2 heretp

b) establishes, within the framework of the contractual relatiothe methods and levels of
implementation of security measures and determine the content of the mutual contractual liability
for the implementationand monitoring of security measures,

c) carries out a periodic risk assessment and periodic monitoring oésteblished security measures
for performances provided by own resources or by a third party; and

d) provides solution in response to thissks and deficiencies identified

(3) Requirements fodemonstrablyinforming pursuant to paragraph,letter c) include
a) Iidentification ofoperatoror administrator,

b) identification of information and communication system
c) identification ofimportant supplier,



d)

e)

notification of the fact that the supplier is thenportant supplier for theoperator and, where
appropriate, also that thémportant supplier is also aadministrator, and
content of the rules pursuant to paragraph 1, lettgr a

(4) The obliged entity referred to in Section 3, letters c) to f) of the Act, which aglamnistrator

and has been demonstrably notified pursuant to paragraph 1, letter c), reports the contact details in the
form specified in Section 34

b)

d)

f)
g9)

h)

Section9
Security of human resources

(1) Within the framework ofmanagement of human resources security, the obligatity

establishes, with regard to the state and needs of thi®rmation security management system
asecurity awarenessdevelopment plan aimed at ensuring adequate education asdcurity
awarenessaising,which ncludesthe form, content and extenof

1. instructing userssystemadministrators, security roléolders and suppliers o their

responsibilities and security policy, and
2. necessary theoretical and practical training of ussgstemadministrators and security
role holders

identifies the person responsible for implementing individual activities envisaged in the plan
instructs userssystemadministrators, security role holders and suppliers, in accordance with the
securityawarenesglevelopmentplan, on their responsibilities and the secunitglicy through initial
and regular trainings
ensures regular professional training for those in charge of security roles in accordance with the
security awarenessdevelopmentplan, taking into account the current needs of a cybersecurity
obliged entity
ensures regular training and verification of the staff safety awareness in line withsabgrity
awarenesglevelopmentplan, in accordance with their workload
ensure that userssystemadministrators and security role holders are monitored for securiticgo
compliance
ensures the transfer of responsibiliti@s the event of termination of the contractual relationship
with systemadministrators andecurity roleholder,
evaluates the effectiveness tifie security awarenessdevelopmentplan, conductedtrainings and
other securityawarenessaising activitiesand
determines the rules and procedures for dealing with cases of breaches of security rules by users,
systemadministrators and security role holders

(2) The obliged entity keeps a summary adihings pursuant to paragraph 1 that contains the

subject of training and the list of persons who have completed the training



Section10
Operationsand communications management

(1) Within the framework ofoperations and communications managemente tbbliged entity

ensures the safe operation of the information and communication system and estadigles and
procedures which include, in particular

a)
b)

c)

d)
e)
f)
9)
h)
)
)
K)
)

the rights and responsibilities sfystemadministrators, users and security role holders

procedures for startingind stopping the system, for restarting or restoring the system after failures
and for treating faulstatesor extraordinary phenomena

procedures for monitoring cybersecurity events and measures to protect access to records of such
events

rules and procedures for protection against malicious gode

managing technical vulnerabilities

contacts for persons responsible for the performance of system and technical support

procedures for the management and approval of operational changes

procedures for monitoring, planning and managing the capacity of human and technical resources
rules and procedures for the protection of information and data throughout the lifecycle,

rules and procedures for the installation of technical assets

making regular backups and checking the usability of such backups made; and

rules and procedures to ensure the security of network services.

(2) Within the operations and communications management, the obliged entity complies with the

rules and procedurg laid down pursuant to paragraph 1 and updates these rules and procedures in
relation to the changes made or planned

(3) The obliged entity ensures the separation of the development, testing and operating

environment

Sectionll
Change management

(1) Within the framework of management of changes in the information and communication

system, the obliged entity

a)

reviews the potential impacts of the changesd

b) determines important changes

(2) For important changes, the obliged entity

a) documentstheir management
b) analyses risks
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c) takes measures to reduce any adverse effects associated with important changes
d) updates the security policy and security documentation

e) ensures their testing, and

f) ensures the possibility of returning to original state

(3) The obliged entity referred to in Section 3, letters c), d) and f) of the Act on the basis of the
results of the risk analysis pursuant to paragrapteter b) decides to perform penetration testing or
vulnerability testing; ithe obliged entitydeddes to perform penetration testing or vulnerability testing,
it proceeds in accordance with Section paragraphl and responds to identified deficiencies

(4) The obliged entity referred to in Section 3, letter e) of the Act is subject to the regeirenm
accordance with paragraph 3 in an appropriate manner

Sectionl2
Access management

(1) The obliged entity, based on operational and security needs, manages the access to the
information and communication system and takes measures to ensure thteqiion of data used to
register under Sections 19 and 20 and to prevent the unauthorized use of such data

(2) In managing the access to the information and communication system, the obliged entity

further

a) manages access based on groups and roles

b) assigns to each user asgstemadministrator accessing the information and communication system
access rights andepmissionsand a unique identifigr

c) manages the identifiers, access rights and permissions of applications and technical gccounts

d) introduces security measures for managing the access of equipment to information and
communication system resources

e) introduces the security measures necessary for the safe use of mobile devices and other technical
equipment, as well as the security measures rdato the use of technical equipment which the
obliged entity does not have in its administration,

f) limits the allocation of privileged permissions to the level strictly necessary for the workload
performance

g) limits and controls the use of program resousdbat may be able to overcome system or application
controls

h) assigns and withdraws access permissions in accordance with the access management policy

i) performs a regular review of setting of all access permissions, including allocation to access groups
and roles

]) uses theidentity management andverification tool as defined in Section 19 and tlaecess
permissionmanagementool as definedn Section 20
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enforces the compliance of users with the established procedures when using private authentication
information,

ensures the removal or change of access permissions when ggstsmadministrators or security

role holder change their position athange their inclusign

ensures the removal or change of accpssmissionsvhen contractual relationship is terminated or
changedand

documents allocation and removal of access permissions

Section13
Acquisitions, development and maintenance

The obliged entityin connection with the planned acquisition, development and mexaince of

the information and communication system

d)

f)

manages risks pursuant t@e&ion5,

managesmportant changes pursuant t8ectionll,

determines the safety requirements

includes safety requirements in the acquisition, development and maintenprajects

ensures the security of the development and testing environment and ensure the protection of the
test data used

carries out security testing of important changes before they are put into service, and

fulfils the requirement under Section 18aragraph 3, if it aims to the acquisition or development of
the Identity Management and Verification Tool

Section14
Managing cybersecurity events and incidents

(1) In managing cybersecurity events and incidents, the obliged entity

introduces theprocess of detecting and evaluating cybersecurity events and managing cybersecurity
incidents
assigns responsibilities amdtablishegprocedures for

1. detecting and assessing cybersecurity events and incidents, and

2. coordinating and managing cybersecuiitgidents
defines and applies procedures for identifying, collecting, retrieving and retaining credible evidence
needed to analyse a cybersecurity incident
ensures the detection of cybersecurgyents
in detection of cybersecurity events it furtherqoeeds in accordanagith Section2 and 23
ensures that usersgystemadministrators, security role holders, other staff and suppliers will report
any unusual behaviour of the information and communication system and suspicion of any
vulnerability,
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ensure that cybersecurity events are assessed in order to decide whether they are to be classified as
cybersecurity incidents in accordance with Section 31

ensuresthat cybersecurity incidents are managed in accordance with established procedures
takesmeasures to avert and mitigate the impact of cybersecurity incidents

reports cybersecurity incidents in accordance with Section 32

keeps track of cybersecurity incidents and how theyraemaged

investigates and determines the causes of cybersecuriigi@mts, and

evaluates the effectiveness of the cybersecurity incident solution and, on the basis of the evaluation,
decides on thenecessary security measures or updates the existing security measures to avoid
arepetition of the cybersecurity incident $eed.

(2) In detecting cybersecurity events, the obliged entity referred to in Section 3, letters c), d) and

f) of the Act uses the tool referred to in Section 24

d)

f)

Sectionl5
Business continuity management

Within the framework ofbusiness continuitynanagement, the obliged entity

establisheghe rights and responsibilities of treystemadministrators and security role holders
evaluatesand documents the potential impacts of cybersecurity incidents through risk assessment
and impact analysis and assesses possible risks associated with threats to the business ¢ontinuity
based on the outputs of the risk assessment and impact analysisr uetler b), sets out the
objectives of the business continuity management by determining
1. the minimum level of services provided which is acceptable for the use, operation and
management of the information and communication system
2. the recovery time duringvhich, following a cybersecurity incident, the minimum level of
services provided by theformation and communication system is restoread
3. the data recovery point as the time period for which data after a cybersecurity incident or after
failure has o be restored
establishes a policy of the business continuity management that includes the fulfilment of the
objectives under letter c),
develops, updates and regularly tests the business continuity plans and emergency plans related to
the operation ofthe information and communication system and related services; and
implements measures to increase the resilience of the information and communication system to
cybersecurity incidents and availability limitations, and in doing so it follows the requitsnaén
Section 27

Sectionl6
Cybersecurity audit

(1) Within theframework ofcybersecurity audit, the obliged entity
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b)

carries out and documents a security policy compliance audit, including a review of technical
compliance, and takes account of the audit results indgeurity awarenessdevelopmentplan and
riskmanagemenplan; and

assesses the compliance of securityasieres with best practice, legislatiandinternal regulations,

other regulations and contractual obligations relating to the information and communication system,
and determines possible corrective actions to ensure compliance

(2) Auditpursuant toparagraphl is carried out
at important changes, within their scope
at regular intervals of at least three years in the case of an obliged entity referred to in Section 3,
letter e) of the Act, and

at regular intervals of at least two years in the casen obligedperson not referred to in point b).

(3) Where, in justified cases, it is not possible to carry out an audit at intervals pursuant to

paragraph 2, letter b) and c) in its entirety, the audit may be carried out continuously, in systenitgic u
In such case, the entire audit must be completed within 5 years at the latest.

(4) The cybersecuritywdit mug be carried out by an entity meeting the conditions laid down in

Section 7, paragraph 4, which independently assesses the correctnessfectiveness of the security
measures in place

(5) The obliged entity, which is at the same time th@ministrator, submits the results of the

cybersecurity audit to the@peratorof the information and communication system

a)

b)

TITLHI
TECHNWKLMEASURES

Sectionl7
Physical security

In terms of physical security, the obliged entity

prevents damage, theft or misuse of assets or the interruption of provisiothefinformation and
communication system services

establishes a physical security perimeter that defines the area in which information is stored and
processed andvhere technical assets of the information and communication system are located
and
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c) for the physical security perimeter in accordance with letterilfroducesthe necessary measures
and applies the physical securityeansto

1. prevent an unauthorized entry

2. prevent damage and unauthorized interventions, and

3. provide protection at the level gfremisesand within thepremises
Section18

Security of communication networks

To protect the security of the communications network included within the scope of Section 3,
letter c), the obliged entity

a) ensuressegmentation of the communication netwqrk

b) ensures management of communication within the communication network and the communication
network perimeter

c) using cryptography, ensures the confidentiality and integrity of dgian remote access, remote
managenent, or access to the communications netwdrk means of wireless technologjes

d) actively blocks unwanted communications, and

e) uses a tool that ensures protection of the integrity of the communication network to ensure
segmentation of the network and to mage the communication between its segments

Section19
Managing and authenticating identities

(1) The obliged entity uses a tool to manage and authenticate the identity of usgssem
administrators, and applications of the information acmimmunication system

(2) The tool for managing and authenticating usesgstemadministrators, and applications
ensures

a) Vverification of identity prior to commencement of activities in the information and communication
system

b) managing the number of @Esible unsuccessful login attempts,

c) resilience of stored or transmitted authentication data against unauthorized theft and misuse

d) storing authentication data in a form resistant to ifie attacks

e) re-authentication of the identity after a specifigmeriod of inactivity

f) confidentiality of data authentication when access is restored, and

g) centralised identity management

(3) The obliged entity uses an authentication mechanism to authenticate usystem
administrators, and applications that is rfedised solely on the use of an account identifier and password,
but rather on multifactor authentication with at least two different types of factors
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(4) Until the requirement in paragraph 3 is met, the tool for authentication of usgystem

administraors and applications must carry out authentication using cryptographic keys and guarantee a
similar level of security

(5) Until the requirements in paragraphs 3 or 4 are met, the tool for authentication of users,

administrators and applications, whialses an account identifier and password to authenticateist
enforce following rules

a) the password length at least
1. 12characters for users and
2. 17characters fosystemadministrators and applications
b) allowing to enter a password of at least 64 characters
c) the unrestricted use of lower and upper case letters, digits and special characters,
d) allowing users to change the password, with a period between two password changes not shorter
than 30 minutes,
e) not allowing users andystemadministrators
1. to choosemost commonly used passwords
2. to create passwords based on multiple repeating characters, login namejlesystem name,
or in a similar manner;
3. to reuse previously used passwords with memory of at least 12 previous passwords, and
f) mandatory password @nge in an interval of maximally 18 months; this rule does not apply to
accounts serving for system restoration in the event of a breakdown
(6) Furthermore, he obliged entity in case of using authentication dojyyaccount and password
a) prompts changef the default passworimmediatelyafter its first use
b) immediately revokes a password for restoring access after its first use or expiry of not more than 60
minutes after its creation; and
c) compulsorily includes the rules for creating secure passwortiheisecurityawarenesslevelopment
plan referred to in Sectiof.
Section20
Access permission management
The obliged entity uses a centralised tool for accagthorization management to manage
permissiors
a) for access to individual assets of timbormation and communication system; and

b) for reading data, writing data and changing permissions
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Section21
Protection against malicious code

(1) The obliged entity referred to in Section [@fters c), d) and f) of the Act as part of the
protection against malicious code
a) with regard to the importance of assets, ensures the use of the tool for continuous automatic
protection of
1. terminal stations
mobile devices
serves,
data storages and removabtiata carriers
communication networks and communication network elements, and
similar devices
b) monitors andcontrolsthe use of removable devices and data carriers
c) runsthe automaticstart-up of the contents ofemovabledevices and data carriers
d) managegpermissions to run the code, and
e) performs aregular and effective update of the malicious code protection tool

o gk wN

(2) The obliged entity referred to in Section 3, letter e) of the Acdbceedsadequatelyin
accordance with paragraph 1

Section22
Recording events of the information and communication system, its users systemadministrators

(1) The obliged entity

a) records the security and necessary operational events of important assets of the information and
communication system; and

b) based onthe asset importance evaluation, updates tlseope of assets for which security and
operational events are recorded.

(2) The obliged entity ensures for recording of security and operational events pursuant to

paragraph 1
a) a unigue networkidentification of the originator's equipment when a tool is used in the

communications network that changes its network identification
b) gathering information on security and operational events; it particularly records

1. the date and time including the timeome specification

2. type of activities,

3. identification of the technical asset that recorded the actiyity

4. a unique identification of the account under which the activity was performed
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5. aunigue network identification of the originator's equipment, and
6. sucaess or failure of the activity
c) the protection of information obtained under letters a) and b) from unauthorized reading and any
alteration,
d) recording of
loging iout for all accounts including failed attempts
activities performed by administrators
successful and unsuccessful handling of accounts, permissions, and rights
failures to perform activities due to the lack of access rights and permissions
user activities that may affect the security of the information and communication system
startingand ending of activities of technical assets
critical and error messages concerning technical assets; and
accesses to event logs, attempts to handle event logs, and changes to settings for event logging
tools, and
e) synchronization of the uniform time ¢&chnical assets at least every 24 haurs

© N M~ ®DNE

(3) The obliged entity referred to in Section 3, letters c), d) and f) of the Act retains records of the
events recorded pursuant to paragraph 2 for at least 18 manths

(4) The obliged entity referred to in San 3, letter e) of the Act retains records of the events
recorded pursuant to paragraph 2 for at least 12 months

Section23
Detection of cybersecurity events

(1) The obliged entity within the communication network, which includes the information and
communication system, uses a cybersecurity event detection tool to ensure

a) verification and control of the data transmitted within the communication network and between the
communications networks,

b) verification and control of the data transmitted on tikemmunication network perimeter, and

c) blocking of unwanted communications

(2) The obliged entity referred to in Section 3, letter c), d) and f) of the Act ensures the detection
of cybersecurity eventgroportionatelyto the importance of assets withithe frameworkof

a) terminal stations

b) mobile devices

C) serves,

d) data storages and removable data carriers
e) active network elements, and

f) similar assets
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Section24
Collection and evaluation of cybersecurity events

The obliged entity referred to in Secti@ letters c), d) and f) of the Act uses a tool for collection

and continuous evaluation of cybersecurity evethtat makes it possible to

a)
b)
c)
d)

e)

f)

collect and evaluate events recorded under Sections 22 and 23

search for and group related records

provideinformation for specified security roles about detected cybersecurity eyents

evaluate cybersecurity events with the aim to identify cybersecurity incidents, including early
warning of specified security roles

limit instances of incorrect event evaluatidy periodically updating the rules settings for

1. evaluating cybersecurity events, and

2. early warning, and

to use the information obtained by the tool for collection and evaluation of cybersecurity events for
the optimal setting of security measures of tildormation and communication system

Section25
Application security

(1) The obliged entity carries out penetration tests of the information and communication system

focusing on important assets, namely

a)
b)

before putting them into service, and
in connection with a important change pursuant to Section 11, paragraph 3.

(2) In addition, within the framework of application security, the obliged entity provides

permanent protection of applications, information, and transactiagsinst

a)
b)

d)

unauthorizedactivity; and
denial of activities performed

Section26
Cryptographic means

To protect the assets of the information and communication system, the obliged entity

uses the current robust cryptographic algorithms and cryptographic, keys

uses the key andertificate management system, which

1. ensures generation, distribution, storagghangesvaliditylimitation, invalidation of certificates
and cestruction ofkeys, and

2. allows for control and audit

promotes safe handling of cryptographic means, and

takes into account recommendatias for cryptographic means issued by the Agepaplished on

its website
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Section27
Ensuring level of information availability

The obliged entity introduces measuressuringthe availability level tgrovide for

a) the availability of the information and communication system to meet the objectives set out in
Section 15

b) the resilience of the information and communication system to cybersecurity incidents that may
reduce its availability

c) the availability of importantechnical assets of the information and communication system, and

d) the redundancy of assets necessary to ensure the availability of the information and communication
system

Section28
Industrial, control and similar specific systems

To ensure cybersectyiof industrial, control and similar specific systems, the obliged entity uses
tools and measures to ensure

a) use of technical and progratoolsthat are designed for a specific environment

b) limitation of physical access to the equipment of these systemasta the communication network

c) sorting outof the communication network intended for these systems from other infrastrugture

d) limitation and management of remote access to these systems

e) protection of individual technical assets of these systems from ¢ploitation of known
vulnerabilities, and

f) restoration ofthese systems after a cybersecurity incident

Section29
Digital services

(1) The obliged entity referred to in Section [Btter h) of the Act introduces security measures
pursuant to the Commission Implementing Regulation (EU) 2018/151 of 30 January 2018 laying dowr
detailed rules for application of Directive 2016/1148 of the European Parliament and of the Council as
regards the specification of elements thiie digital sevice providers have to take into account in the
management the security risks faced by networks and information systantsthe parameters for
assessing whether the impact af incident is significant; the provisions of Sections 3 t@@8ot apply
to that obliged person

(2) The obliged entity referred to in Section 3, letter h) of the Act reports the contact details
pursuant to Section 34, paragraph 2.

(3) The obliged entity referred to in Section 3, letter h) of the Act reports tylgesecurity
incidents pursuant toSection32, paragraphf and 3.
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TITLHI
SECURITY POLICY AND SECURITY DOCUMENTATION

Section30
Security policy and security documentation

(1) The obliged entity

establishes a security policy anintainssecurity documentation covering the areas listed in Annex
S5,

regularly reviews security policy and security documentation, and

keeps the security policy and security documentation up to date

(2) Security policy and security documentation must be

available in paper or electronic form

communicated within the obliged entity

reasonably available to the parties concerned

managed

protectedin terms ofconfidentiality, integrity and availabilitgnd

maintained in such a way that the information camted therein is complete, legible, easily
identifiable, and easilgearchable

PART THREE
CYBERECURITIKCIDENT

Section31
Categorization of cybersecurity incidents

(1) Individual cybersecurity incidents are categorizedrbgortance taking intoaccount

impacts contained in the impact determining criteria according to which the obliged entities were
determined

the number of affected users

caused or expected damage

importance of the assets concerned of the information and communication system

impacts on the information and communication system services proyided

impacts on services provided by othaformation and communicationsysems,

the duration of the incident

geographic scope of the area concerned, and

other impacts
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(2) For the purmses of cybersecurity incident reporting and handling, the cybersecurity incidents
are classified into the following categories basedlmmaccount taken in paragraph 1

a) Categonyll ¢ a veryimportant cybersecurity incident that directly anchportantly undermines the
security of the provided services or assets. Its solution requires prompt intervention by the operator,
with the need to prevent the further spread of threybersecurity incidentncluding the minimization
of both incurred and potential daages, by all available megn

b) Categoryll ¢ an important cybersecurity incident thadisruptsthe security of the provided services
or assets. Its solution requires prompt intervention by the operator, with the need to prevent the
further spread ofthe cybersecurity incident, including the minimization iaturred damage, by
appropriate meangsor

c) Categoryl ¢ a lessimportant cybersecurity incident that causes a minor breach of security of the
provided services or assets. Its solution requires intenaenby the operator, with the need to limit
the further spreadof the cybersecurity incident, including the minimizationiefurreddamage, by
appropriate meas.

(3) Types of cybersecurity incidents by their impacts are as follows

a) a cybersecurity incieht causing a breach of the confidentiality of assets

b) a cybersecurity incident causing a breach of the integrity of assets

c) a cybersecurity incident causing a breach of the availability of assets, or

d) a cybersecurity incident resulting in a combinatiorimpacts referred to in letters a) to .c)

(4) This provision does not apply to cybersecurity incidents at the obliged entity referred to in
Section 3, letter h) of the Act

Section32
Form and requirements for reporting cybersecurity incidents

(1) The cybersecurity incident is reported to the Ageunsing an electronitorm published on the
Il 3SyOé Qasens SO0 aAlGS
a) to the email address of the Agency designated to receive cybersecurity incident reports, published
on the Agency's website
b) to the Agencys data box, or
c) viadata interface, if used, the description of which is published on the Agency's website

(2) The cybersecurity incident is reported to the national CERT openatog an electroniéorm
published on the website of the national CERE&rator, sent
a) to the email address of the national CERT operator designated to receive cybersecurity incident
reports, published on their website
b) to the databox of the national CERT operator, or
c) via the website of the national CERT operator
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(3) The cybersecurity incident repamayalso be sent in paper form, but only in cases where none

of the methods mentioned in paragraphs 1 and 2 can be used.

b)

(4) Requirements of the cybersecuritycidentreport are

the identification of the sender

the identification of theinformation and communication system
date and time of the incident detection, and

the incidentdescription

PART FOUR
REACTIVE MEASURES AND CONJRAAILS

Section33
Reative measures

(1) The obliged entity, which has been ordered by the Agen@xaxutea reactive measure

evaluates the expected impacts of the reactive measure on the information and communication
system and on the established security measures, and evaluates the passgative effects; and
establishesa method for the rapid implementation of this measure, which minimizes its possible
negative effects and specifies the timetable for its implementation

(2) The obliged entity, which has been ordered by the Agencgxicute a reactive measure,

notifies the method for execution of the reactive measure and its result in the form provided on the
Agency's website.

Section34
Contact details

(1) The contact details areotified to the Agency using an electronic form published on the

Agencys website sent

a)

b)
C)

to the email address of the Agency designated to receive contact details, published on the
Agency's website

tothe! 3 Sy @ Box, or

via data interface, ifised, the description of which is published on the Agency's website

(2) The contact details araotified to the national CERT operator using an electronic form

published on the website of the national CERT operator, sent
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a) tothe email address of theational CERT operator designated to receive contact details, published
on their website,

b) to the data box of the national CERT operator, or

c) via the website of the national CERT operator.

(3) The contact details may also be sent in paper fornt, dnly in cases where none of the
methods referred to in paragraphs 1 and 2 can be used

(4) The contact details notification form sample is shawinnex8 hereto.

(5) The obliged entity referred to in Section 3, letters c) to f) of the Act, which iadhenistrator,
further attaches to the contact details notification pursuant to paragraph 1 a docunisnihich the
operatordemonstrably informst pursuant to Sectio8, paragraph 1, lettec).

PART FIVE
FINAL PROVISIONS

Section35
Temporary provisions

(2)Within one year of the effective date of this Decree, the provisions of the Decree No. 316/2014
Coll, on Security Measures, Cybersecutitgidents, Reactive Measures and on Establishing Reporting
Requirements in the Area of Cybersecurity will apiaythe content and structure of the security
documentation and the content and scope of the established security measuté® icase of critida
information infrastructure information systems and critical information infrastructure communication
systemsthat were determined prior to the effective date of this Decree, and in the casmpbrtant
information systems that have met the relevant daetening criteria prior to tle effective date of this
Decree.

(2) Within one year of the effective date of this Decree, this Decree will not apply to the method
of disposal of data, operational data, information and copies thenedhé case of criticahformation
infrastructure information systems and critical information infrastructure communication systems
determinedprior to the effective date of this Decree, and in the casemgdortant information systems
that havemet the relevantdeterminingcriteria prior to the effective date of this Decree
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Section36
Repealing clause

Decree No. 316/201€oll, on Security Measures, Cybersecurity Incideants, Reactiv@/leasures
and on Establishing theCybersecurity Reporting Requiremer{tee Cybersecurity Decree) lsereby
repealed.

Section37
Effectiveness

This Decree becomes effective on the day of its publication

Director.

Ly3ad bnlp@NI G Af
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Annex 1 tothe Decree N0o82/2018 Caoll.

Asset Assessment

(1) For the assessment of the importance of assets, -feuel rating scales are used in this case to
evaluatethe impact of information security breach on individual assets. diiigedentity may se
a different number of levels foassetimportance assessmenthan those set out in this Annex,
provided that there is a clear link between theethod forassessing the importance of assated
by itandthe ratingscales and levels assessmenidentified in this Annex

(2) Itis recommended that every dgked person adapt these impact matrices to their needs

Tale 1: Confidentiality rating scale

Level Description Examples of assets protection
requirements

Low The assets are publiclg@essibleor intended No protection is required.
for publication. A breach of the confidentiality
of assets does not jeopardize the legitimate
interests of the obliged entity.
Disposal/deletion of &ow-level asset
In the case of sharing such an asset with third - see Annex 4

parties and using the classification according |
the Traffic LighProtocol (hereinafter referred
G2 Fa GKS a¢[téuvsy (K
used

Medium | Assets are not publiclycaessibleand Access management means are ust
constitute the knowhow of the obliged entity; | to protect confidentiality
the asset protection is not required by any leg
regulation or contractual arrangement Disposal/deletion of Medium-level
assetc see Annex.

In the case of sharing such an asset with third
parties and using the classification according
TLP, especialflLP:GREEX TLP:AMBER
designations are used
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High

Assets are not publicly accessible and their
protection is required by law, otheegulations
or contractual arrangement®g.business
secrets, personal data)

In the case of sharing such an asset with third
parties and using the classification according
TLP, especially TLP:AMBER designation is ug

Access and record management
means are used to protect
confidentiality.

Transmissions of information throug
the communications network are
protected by cryptographic means.

Disposal/deletion of a igh-level
assetc see Annex.

Critical

Assets are not publicly accessible and require
abovestandard protection beyond the previou
category €g.strategic business secrets, specie
categories of personal data).

In the case of sharing such an asset with third
parties and using the classification according |
TLP, especiallfLP:REDr TLPAMBER
designations are used

Access and record management
means are used to protect
confidentiality

as well asnethods of protection
against asset abuse Iystem
administrators.Transmissions of
information through the
communications network are
protected by cryptographic means.

Disposal/deletion of ar@ical-level
asset¢ see Annex.

Tale 2: Integrity rating scale

Level Description Examples of assets protection
requirements
Low The asset does not requir@nyintegrity No protection is required
protection. Disruptionof the assetintegrity
does not jeopardize the legitimate interests of
the obligedentity.
Medium | The asset may require integrity protection. For integrity protection, standard

Disruptionof the asset integrity may lead to thq
damage to the legitimate interests of the
obliged entity and may have less severe
impacts on primary assets.

tools g.limiting the access rights
for writing) are used.
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High

The asset requires integrity protection.
Disruptionof the asset integrity leads to the
damage to the legitimate interests of the
obliged entity having significant impacts on
primary assets

Folintegrity protection, special tools
are used to track thaistory of
changes made and to record the
identity of the person making the
change. The protection of integrity d
information transmitted by
communications networks is secure
by cryptographic means.

Critical

The asset requires integrity protection.
Disruptionof the asset integrity leads to very
serious damage to the legitimate interests of
the obliged entity having direct and very
serious impacts on primary assets.

For integrity protection, gecial
means of uniquely identifying the
person making thehange are used
(for example, usig digital signature
technology)

Tale 3: Availability rating scale

Level Description Examples of assets protection

requirements

Low Disruption of availability of the asset is not Periodic backups are sufficient to
important, and in the event of filure, a protect availability.
longer period of time for remediation (up to 1
week) is normally tolerated.

Medium Disruption of availability of the asset should nf Common backup and recovery
exceed one working day, any letgym failure | methods are used to protect
leadsto a potential threat to the legitimate availability.
interests of the obliged entity.

High Disruption of availability of the asset should n| Backup systems are used to protec
exceed several hours. Any failure must be dg availability and the service provisior
with promptly, as it directly threatens the restoring may be conditioned upon
legitimate interests of the obliged entity. Assg the intervention by operatoor
are considered very important. technical asset exchange

Critical Disruption of availability of the asset is not To protect availability, backup

permitted and even a shoiterm unavailability
(lasting few minutes) leads to a serious threat
to the legitimate interests of the obliged
person. Assets are consideredtical

systems are used and service
provision restoring is shoterm and
automated.
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(1)

(2)

(3)

(4)
(5)

Annex2 to the Decree No82/2018 Caoll.

Risk assessment

The unambiguous determination of the rigdentification function is an essential part of the risk
assessment methodologyursuant toSection5.

The risk value is mosbften expressed as a function influenced by the impact, threat and
vulnerability.

For example, the following function can be used for rideasment
Rek=impactPthreat Rvulnerability.

In this case, the impact is derived from the asset assessment according to Annex 1

Where the obliged entity uses a risk assessment method that does not distinguish threat and
vulnerability assessment, scales for threat and vulnerability assessment can be nMeggihgthe

scales should not lead to a loss of ability to distinguish ¢lellof threat and vulnerability. For this
purpose, a comment can be used that clearly outlines both the level of threat and the level of
vulnerability. The same applies in cases where the obliged entity uses a different number of levels to
evaluateimpacts, threats, vulnerabilities and risks

Tale 1: Threat rating scale

Level Description

Low The tireat does not exist or igsslikely.

The expectedealizationof the threat is not more thaonce in5 yeas.

Medium | The threat is less likely to likely

The expected realization of the threat ranges from 1 to 5 years

High The threat is likely to very likely.

The expected realization of the threat ranges from 1 month to 1.year

Critical | The threat is very likely to more or less certain.

The expectedealization of the threat is more frequent than once a manth
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Talde 2: Vulnerability rating scale

Level Description

Low The winerability does not exist or vulnerability exploitation is unlikely. Secu
measures are in place that are able to detectinerabilities or any attempts tq
exploit them

Medium | The vulnerability exploitation is less likely to likely
Security measures are in place and their effectiveness is regularly monitored
The capability of security measures to detect potentalnerabilities or possiblg
attempts to overcome measures in time is limited.
No successful attempts to overcome security measures are known

High The vulnerability exploitation is likely to very likeBecurity measures are in plac
but their effectiveness does not cover all necessary aspects and is not reg
monitored.
Partial successful attempts to overcome security measures are known

Critical The vulnerability exploitation is very likely to more or less certain.

Security measures are not in place or their effectiveness is greatly limited.
There is no control over the effectiveness of security measures.
Successful attempts to overcome security measures are known.

Tab. 3Risk rating scale

Level Description

Low The risk is considered acceptable.

Medium | The risk can be reduced by less demanding measures or, in case of more dem
measures, the risk is acceptable.

High The risk is not acceptable in the long run and systematic steps must be tak
eliminateit.

Critical The risk is inadmissible and steps must be takéhout delayto eliminateit.
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Annex3to the Decree No82/2018 Caoll.

Vulnerabilities and threats

Warning This annex contains only selected vulnerability and threat categotdemtifying specific
vulnerabilities and threats is the responsibility of the obliged entity.

Vulnerabilities

1.

No g~

Insufficient maintenance of the information and communication system

Obsolescence of the information and communication system

Insufficient protecion of the outer perimeter

Insufficient security awareness of users aysdtemadministrators

Insufficientmaintenance of the information and communication system

Inappropriate setting of access permissions

Insufficient procedures for identifying and detexy negative security phenomena, cybersecurity
events and cybersecurity incidents

Insufficient monitoring of user andystem administrator activity and inability to detect
inappropriate or defective behaviour

Insufficient determination of security rulesnprecise or ambiguous definition of the rights and
obligations of userssystemadministrators and security roles

10. Insufficient protection of assets

11.Inappropriate security architecture

12. Insufficient degree of independent control
13.Incapacity for earlgletection of errors by employees

Threats

1.

© 0N Ok WD

Violation of security policy, unauthorized activity, misuse of permission by usersyatem
administrators

Damage to or failure of hardware or software

Identity abuse

Use of software in violation of the licensees

Malicious codedg.viruses, spyware, Trojan horses)

Physical security disruption

Interruptionin the provision of electronic communications services or electraigyply

Misuse or unauthorized modification of data

Loss, theft or damage to the asset

10 Failure to comply with a contractual obligation on the part of the supplier

11.Employeeerror

12.Misuse of internal means, sabotage

13.Longterm interruption in the provision of electronic communications services, electricity supply

or other important services
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14.Lak of staff with the required professional leyel

15. Targeted cyberattack using social engineering, use of spy techniques
16. Abuse of removable technical data carriers

17. Attack on electronic communicatiom{erception, modification)

32



Annex4 to the Decree No82/2018 Coll.

Data disposal

(1) This Annex sets out the obligations of the Information and Communication S@gtenatorto define
ways of deleting data and how to dispose of technical information carriers, operational data,
information and copies thereof.

(2) Individual operatorsof the information and communication system establish rules for the deletion
of data and disposal of technical data carriers in accordance with this Annex. This is without prejudice
to the obligations under other legislation. It is necgsto choose an adequate level of service
offering adequate security measures, including adequate rules for data deletion and disposal of
technical data carriers, given the value and importance of assets

(3) The rules on dataisposalshould be set proportionate to the value and importance of assets, and

should take into account, in particular

a) value of the asset (particularly in terms of confidentiality)

b) technolog (types and size of information carrigrs

c) whether the information caiier is under the control of the organization or not

d) whether the data is part of a dedicated or mttinant environment

e) who will perform the disposal of data (internal employee or supplier)

f) availability of equipment and instruments for dispgsal

g) capadiy of the carriers being disposed, of

h) whether trained staff is available

i) time requirements of the disposal

J) cost of disposal with respect to the tools, training, validation, reuse of the information carrier

k) possible ways of datagposalfor example, desuction of the carrier, multiple overwriting of the
data carriermakingdataunreadableby encryptionand the liké,

[) usable data disposal methods relative to the information carrier state (for example, in the case of
damage to the device, it will not @ossible to use the information overwrite option, but one of
the methods of physical destruction).

(4) Methods of disposal of technical information carriers, operational data, information and copies
thereof:
a) Removal
1. The method of disposal consistsreimoving the data so that it is unavailable to the system
(for example, removing the data file, throwing the printed document into the waste bin).
2. Itis the least secure way of data disposal. In the case of getting the information carrier, it is
possible b recover the information with some effart
This method is not applicable ton-rewritabledigital data carriers.
4. Applicable method for the level of confidentiality of asset (basedonnexl): low

w
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b) Overwriting

1. The method of disposal consists of overvgfithe protected information by random values.
It is a mediursafe way of data disposal. Freely available tools do not allow the recovery
of thus overwritten information

2.Overwriting may be replaced or combined with safely disposal of cryptographic keys to
encrypted information

3. This method is not suitable for damaged media, newritable media, or for higitapacity

4. Applicable method for the level of confidentiality of asset (basedonexl): low to critical

c) Physical destruction of information carrier

1. The method of disposal consists of destruction of the information carrier or disassembly of
the device and subsequent destruction of the information carrier (by mechanical, chemical or
thermal action).

2.1t is the safest method of data disposal. Tiheormation carrier after physical destruction
cannot be reused for the original purpose. Original information cannot be recovered even
when spending a great deal of resources and efforts.

3. Applicable method for the level of confidentiality of asset (basadAnnex1): medium to

critical

Example of possible disposal methods according to the level of confidentiality oflzaset on Anneg)

Acceptable liquidation method according to the asset importance level

Information carrier 1.Low 2. Medium 3. High | 4. Critical
Information on a |Removal Overwriting Physical destructian

humanreadable |Throwing into thgBlackening Destroying the information carriewsing
medium (printed |waste bin = [---memmemmemee e ashredder with both longitudinal and
documents, notes, Physical destructior|cross cutting, by incineration or

and the like Destruction of the |decomposition

information carrier
using ashredder

Mobile devices |Removal Overwriting Physical destruction:
(mobile phones |Deleting For devices with  |Dismantling the equipment and
tablets) information, encrypted storage |destroying the information carrier.

reseting device | ¢ removal of
to factory setting| information and
reseting to factory

setting
Network devices |Removal: Overwriting:
(router, switch, Deleting Removal and
modem, and the [information, clogging with
like) artificial events
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Office equipment
(scamer, printer,
fax)

resetting device
to factory setting

(artificial network
traffic, test print
jobs, and the like)

Magneticmedia
(magnetictapes
disks, HDD [Hard
Disk Drive])

Optical media(CD,
DVD, HEDVD,
BLURAY)

Electronicmedia
(flashmemory)

Removal

Deleting data at
the file system

level

Overwriting:

Physical
destruction

Data overwriting

In the case of
encrypted medium
an alternative is
the safe disposal o
cryptographic keys

Physical destruction:
Destroying the information carrier

Outsourcing ad
cloud

The acceptable way of disposing of data should be set outantractual

arrangement

Removal: |Overwriting Overwriting: Overwriting Physical

Removal |Using data storage |Using data storage destruction:

of allfiles |encryption atthe |encryption at the level gUse the method, seg

including |level of a storage |a storage medium and dlevel& oHigke or use

previous |medium and a safe |safe disposal of dedicatedstorage

versions |disposal of cryptographic keys memory capacity.
cryptographic keys |stored in a customer |Upon termination of

Alternatively, in the
caseof dedicated
storage media, the
data can be
overwritten after
termination of the
service.

controlled certified
Hardware Security
Module (HSM) (for
example, FIPS 14D
Level 2 standard)Jpon
termination of the
service, the top access
key will be disposed of

and data overwritten.

the service, the total
sanitization of all
used storage media
should beperformed
according to the
above mentioned
rows for critical level
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Annex5 to the DecreeNo. 82/2018 Coll.

Content of security policyand security documentation

1. Security policy

1.1.Information fcurity managementystempolicy

a) The objectives, principles and needs of the information security management

b) The scope and boundaries of the information security management system

c) Rules angrroceduredor documentation management

d) Rules androceduresfor resource management and the operation of the information security
management system

e) Rules and procedures for conducting cybersecurity audits

f) Rules and procedures for reviewing timormation security management system

g) Rules and procedures for corrective actions and improvement of information security
management system

1.2.Asset Management Policy

a) ldentification,evduation and registration of primary assets
1. Determination and registration of individual primary assets, including determination of
their guarantor,
2. Assessment of the importance of primary assets in terms of confidentiality, integrity and
availability
b) ldentification, evaluation and registration efipporting assets
1. Determination and registration of individual supporting assets, including determination of
their guarantor
2. Determination of links between primary and supporting assets
c) Rules of protection for individual asset levels
1. Ways of distinguishg between asset levels
2. Rules for assananipulationand recording by asset level
3.  Permissible uses of assets
d) Methods for the reliable deletion or destruction of technical data carriers, information,
operational data and copies thereof

1.3.0Organisational security policy

a) Determination of security roles and their rights and obligations
b) Requirements for separation of the execution of activities of individual security. roles
c) Requirements for separation of the execution of security apdrational roles
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1.4.Supplier management policy

a) Rules and principles for the selection of suppliers

b) Rules for the assessment of risks related to suppliers

c) Requirements of the service level agreement and the ways and levels of implementation of
security measures and on the determination of mutual contractual liability

d) Rules for the implementation of controls on the introduction of security measures

e) Supplier rating rules

1.5.Human resources security policy

a) Rules for the development of securyvareness and methods for its evaluation
1. Methods and forms for instructing users
2. Methods and forms for instructingsset guarantors
3. Methods and forms for instructingystemadministators,
4. Methods and forms for instructing security role holders
b) Securitytraining for new employees
c) Rules for dealing with violations of security poliafythe information security management
system
d) Rules for termination of employment relationship or change of job position
1. Return of the assets entrusted and the removal rafhts upon termination of the
employment relationship
2. Changing access permissions when changing the job pasition

1.6 Operations and communications management policy

a) Competencies and responsibilities related to secure operation

b) Procedures for secureperation

c) Requirements and standards of secure operation

d) Rules and limitations for conducting cybersecurity audits and security. tests

1.7.Access management policy

a) Principle of minimal permissiory need to know

b) Access management requirements

c) Lifecycle of @cess management

d) Privileged permission management

e) Emergency access management

f) Regular review of access permissions including allocation of individual users in access groups

1.8.Secure user behaviour policy

a) Rules for secure handling of assets
b) Secure use of access password
c) Secure use of electronic mail and Internet access
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d) Secure remote access
e) Secure behaviour in social media
f) Security in relation to mobile devices

1.9.Policy of backup, recovery and letegm storage

a) Backup and recovemgquirements

b) Backup rules and procedures

c) Longterm storage rules and procedures

d) Rules for ecure backup and longterm information storage
e) Recovery rules and procedures

f) Backup and recovery testing rules and procedures

g) Policy on access to backups,rsid information

1.10.Secure information handover and exchange policy

a) Rules and procedures for the protection of handed over information
b) Methods of protecting the electronic exchange of information
c) Rules for using cryptographic protection

1.11.Technical vulnerability management policy

a) Rules for limiting the software installation

b) Rules and procedures for searching $oftwarerepair packages
c) Rules and procedures for testing software repairs

d) Rules and procedures for deploying software repairs

1.12.Secure use policy for mobile devices

a) Rules and procedures for secure use of mobile devices
b) Rules and procedures for ensuring security of a device that the obliged entity does not have under
its management

1.13.Acquisition, development anghaintenance policy

a) Security requirements for acquisition, development and maintenance

b) Management of vulnerabilities

c) Policy on the provision and acquisition of software licenses and information
1. Rules and procedures for the deployment of software andetgstration
2. Rules and procedures for checking compliance with the license terms

1.14. Rrsonal data protection policy

a) Characteristics of the processed personal data
b) Description of adopted and implemented organizational measures for the personal data
protection.
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c) Descriptionof adopted and implemented technical measures for the personal data protection

1.15.Physical security policy

a) Object protection rules

b) Rules for the contrabf entry of persons
c) Device protection rules

d) Detection of physical security breaches

1.16.Communications Network Security Policy

a) Rules and procedures to ensure network security

b) Determination of rights and obligations for secure operation ofrieévork.

¢) Rules and procedures for access control within the network

d) Rules and procedures for protecting remote network access.

e) Rules and procedures for network monitoring and operational records evaluation.

1.17.Malicious code protection policy

a) Rulesand procedures for network communication protection
b) Rules and procedures for protecting servers and shared data storages
c) Rules and procedures for the protection of workstations

1.18.Policyfor the deployment and use dd cybersecurity event cetection tool

a) Rules and procedures for deploying a cybersecurity event detection tool
b) Operating procedures for evaluating and responding to detected cybersecurity events
c) Rules and procedures for optimizing the cybersecurity event detection tool setting

1.19.Policy for the use and maintenance of a tool for collegtind evaluatig cybersecurity events

a) Rules and procedures for recording and evaluating cybersecurity events

b) Rules and procedures for the regular updating of rules for evaluating cybersecurityg.even

c) Rules and procedures for the optimal setting of security features of the tool for collecting and
evaluating cybersecurity events

1.20.Safe use policy for cryptographic protection

a) Level of protection with respect to the type and strength of tngptographic algorithm
b) Rules for the cryptographic protection of information

1. when transmitted over communications netwotks

2. when stored on a mobile device or a removable technical data carrier
c) Key management system
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1.21.Change management policy

a) Method and principles of managingiportant changes within the obligeentity, their processes,
information and communication systems.

b) Reviewing the impacts of important changes

c) Method for recording and testing of important changes

1.22.Policy to deal witltybersecurity incidents

a) Defining cybersecurity incident categories

b) Rules and procedures for identifying, recording and managing individual categories of
cybersecurity incidents

¢) Rules and procedures for testing the cybersecurity incident management system

d) Rules and procedures for evaluating cybersecurity incidents and improving cybersecurity

e) Keepingincident records.

1.23.Business continuity management policy

a) Rights and obligations of the personsolved.
b) Objectives of the business continuityanagement
1. Minimum level of provided services
2. Restoration time and
3. Data restore point
c) Business continuity management policy to meet the objectives of continuity
d) Methods forevaluatingthe impact of cybersecurity incidents on continuity and the assessment of
related risks
e) Determination and content of the necessary continuity plans and emergency.plans
f) Procedures for the implementation of measures issued by the Agency

2. Content of thesecurity documentation

2.1.Cybersecurity audit report

a) Cybersecurity audit objectives

b) Cybersecurity audit scope

c) Cybersecurity audit criteria

d) Identification of the team of auditors and persons involved in the cybersecurity.audit
e) Date and place wherthe cybersecurity audit activities were performed

f) Cybersecurity audit findings

g) Cybersecurity audit conclusions

2.2.Report from the review of the information security management system

a) Evaluation of the measurdsom the previous review of the infornteon security management
system
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b) ldentification of changes and circumstances that may affect the information security management
system
c) Feedback on the performance of the information security management
1. Disagreements and corrective actions
2. Results of momoring and measurement
3. Audit results
4. Fulfilment of the objectives of the information security management system
d) Results of the risk assessment and the state of the risk management plan
e) ldentification of options for continuous improvement.
f) Recommendatins for the necessary decisions, the determination of the measures and the
persons performing the individual activities

2.3.Methodology for identifying and evaluating assets and for risk assessment

a) Determining the rating scale for primary assets
1. Determining the rating scale for the levels of asset confidentiality,
2. Determining the rating scale for the levels of asset integrity
3. Determining the rating scale for the levels of asset availability
b) Determining the rating scale foisks
1. Determining therating scale for impact levels
2. Determining the rating scale for threat levels
3. Determining the rating scale for vulnerability levels
4. Determining the rating scale for risk levels
c) Methods and approaches to risk management
d) Methods for approving acceptabtesks

2.4.Asset and risk assessment report

a) Overview of primary assets

1. Identification anddescriptionof primary assets

2. Determination of primary asset guarantors

3. Assessment of primary assets in terms of confidentiality, integrity and availability
b) Overview of supporting assets

1. Identification and description of supporting assets

2. Determination of supporting asset guarantprs

3. Determination of the links between primary and supporting assets
c) Risk assessment

1. Assessment of potential impacts on assets
Assessment of existing threats
Assessment of existing vulnerabilities, assessment of existing measures
Establishing the level of risk, comparing this level with the criteria for risk acceptability
. Identification and approval of acceptable risks
d) Riskmanagement

GEENERIIN
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1. Proposal for a method of risk managemgent
2. Proposal for measures and their implementation

2.5.Declaration of applicability

a) Overview of the excluded security measures required by this Decree including the reasons why
they were not applied
b) Ovewiew of security measurastroduced including the way they are implemented

2.6.Risk management plan

a) Content and objectives of selected risk management measures including their links to specific
risks

b) Resources needed for individual risk managenmaasures.

c) Persons arranging the individual security measures for risk management

d) Deadlines for introducing individual security measures for risk management

e) Method of implementing security measures

f) Methods of rating the success of the implementationidividual security measures for risk
management

2.7.Security awareness development plan

a) Content and terms of instructing users, administrators, and security role holders

b) Content and terms of instructing new employees

c) Overviews containing each trainitmpics and the list of persons who have completed the training
d) Forms and methods of evaluating the plan

2.8.Keeping change records

a) Records of life cycle of important changes
b) Records of changes in the configuration of the supporting assets

2.9.Notified contact details

Overview of notified contact details

2.10. Overview of generally binding legal regulations, internal regulations and other regulations and
contractual obligations

a) Overview of generally binding legal regulations
b) Overview of internal regations and other regulations
c) Overview of contractual obligations

2.11.0ther recommended documentation

a) Infrastructure topology
b) Overview of network devices
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